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S6: 1524 /SGTVT-VP Quang Ngai, ngay 22 thadng 6 nam 2022
VIV canh bao 15 hong bao mat anh
hudng cao trong cac san pham
Microsoft cong bd thang 6/2022

Kinh gri:
- Cac phong chuyén mdn, nghiép vu So;
- Cac don vi truc thudc So.

S¢ Giao thdng van tai nhan duoc Cong van s6 823/STTTT-BCVT&CNTT
ngay 17/6/2022 cia S Thong tin va Truyen thdng vé viéc canh béo 16 hong bao
mat anh huong cao trong cac san pham Microsoft cong b thang 6/2022; pé
thuc hién cac bién phap nhim han ché céc rui ro vé nguy co mét an toan thong
tin, Giam ddc S¢ yéu cau Truéng cac phong chuyen mon, nghiép vu So, Tha
truong cac don vi truc thugc Sé trien khai mat sé cong viéc sau:

1. Kiém tra, ra soat may chi, may tram c6 st dung hé diéu hanh Windows
dé phat hién va xu Iy kip thoi cdc may chu, may tram ¢ kha ning bi anh hudng
bai céc 16 héng bao mat sau:

- L3 hong bao mat CVE-2022-30190 (hay con goi la Follina) trong
Windows Microsoft Support Diagnotic Tool (MSDT) cho phép d6i twong tan
cong thuc thi ma tuy y (thuc hién theo hu’ong dan tai Cong van so 1293/SGTVT-
VP ngay 06/6/2022 ciia S¢ Giao théng vin tai vé viéc canh bdo l6 hong baomdt
CVE-2022-30190 trong Microsoft Support Diagnostic Tool dé vd 16i).

- Lo hé)ng bao mat CVE-2022-30136 trong Windows Network File System
cho phép do6ituong tan cong khong can xac thuc ¢6 thé thuc thi ma tir xa.
- Ld héng bao mat CVE-2022-30163 trong Windows Hyper-V cho phép
doi1 tugng tan cong thuc thi ma tur xa.

- Lo hong bao mit CVE-2022-30139 trong Windows Lightweight
Directory Access Protocol (LDAP) cho phép doi tugng tan cong thuc thi ma tir
Xa.

- 02 16 hong bao mat CVE-2022-30157, CVE-2022-30158 trong Microsoft
SharePoint Server cho phép do1tugng tan cong thuc thi ma tir xa.

- Ld héng bao mat CVE-2022-30165 trong Windows Kerberos cho phep
doi1 tuong tan cong thuc hién tan cong nang cao dac quyeén.

- L& hong bao mat CVE-2022-30173 Microsoft Excel cho phép d6i tugng
tan cong thuc thi ma tir xa.

- Lf) hong bao mat CVE-2022-30174 trong Microsoft Office cho phép ddi
tuong tan cong thuc thi ma tir xa.
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Pay 1a c4c 16 hong bao mat anh huong cao can thuc hién cép nhét ban va
kip thoi dé tranh nguy co bi tin cong ddi véi cac thiét bi bi anh hudng theo
huéng dan cua Microsoft (thong tin 16 héong va cdch khdc phuc tai Phu luc
Théng tin vé 16 héng bdo mdt trong Microsoft giri kém theo Céng vin nay).

2. Tang cuong kiém tra, giam sat va san sang phuong 4n xir Iy khi phat
hién ¢6 dau hiéu bi khai thac, tAn cOng mang; khi phat hién céc h¢ thong co6 biéu
hién bi khai théc, tan cong mang, trién khai ngay cac bién phap xu ly ngan chin
tAn cong trén hé thong va thong bao vé S¢ Giao thong van tai (qua Van phong
S6) dé c6 cac bién phéap hd tro, xir Iy kip thoi.

Giam doc S¢ yéu cau Trudng cac phong chuyén mon, nghiép vu S6, Thu
truong cac don vi truc thudc Sé trién khai thuc hién nghiém tdc./.

Noi nhén: GIAM POC
- Nhu trén; .

-S6 TT&TT,

- Lanh dao S¢;

= Lu’u: VT, VP(Dfmg)'

guyén Phong
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Phu luc

THONG TIN VE CAC LO HONG BAO MAT TRONG MICROSOFT

(Kém theo Céng vin sé

1. Théong tin cac 16 hong bao mat

ISGTVT-VP ngay /6/2022 ciia So GTVT)

STT CVE Mo ta Link tham khio
- Piém CVSS: 7.8 (Cao)
- L6 hdng trong Windows
Microsoft Support https://msrc.microsoft.co
CVE-2022- Diagnotic Tool (MSDT) m/update-
1 {30190 cho phép doituong tan quide/enUS/vulnerability/
(Follina) cong thuc thi ma tuy v. CVE-2022-30190
- Anh huéng: Windows
7/8.1/10, Windows Server
2008/2012/2016.
- Diém CVSS: 9.8
(Nghiém trong)
- Lo trong Windows
CVE-2022- | Network File Systemcho | hitps://msrc.microsoft.co
2 30136 phép do1 tuong tan cong m/updatequide/vulnerabil
khong can xac thuc co thé | ity/CVE-2022-30136
thuc thi ma tur xa.
- Anh hudéng: Windows
Server 2012/2016/2019.
- Piém CVSS: 8.5 (Cao)
- L0 hong trong Windows
Hyper-V cho phep doi _ :
CVE-2022- | tuong tin cong thyc thi mé | DLRSJ/msrc. microsoft.co
3 30163 fr x. _m/updateqwde/vulnerab il
- Anh huéng: Windows ity/CVE-2022-30163
8.1/10/11, Windows
Server 2008/2012/2016.
- Djémq CVSS:7.5 (cao)
- Lo hong trong Windows
Lightweight Directory
CVE.20py. | Fccess Protocol (LDAP) | https:/msrc.microsoft.co
4 | 30139 cho phép dbi tuong tan m/updatequide/vulnerabil
cong thyc thi ma tir xa. ity/CVE-2022-30139
- Anh huong: Windows
10, Windows Server
2016/2019/2022.
5 | CVE-2022- - Piém CVSS: 8.8 (Cao) | https://msrc.microsoft.co
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STT CVE Mo ta Link tham khao
30157 - Lo hong trong Microsoft | m/updatequide/vulnerabil
CVE-2022- SharePoint Server cho ity/CVE-2022-

30158 phép ddi twong tin cong | 30157https://msrc.micros
thyuc thi ma tir xa. oft.com/updateguide/vuln
_ Anh hu,(z),ng: SharePoint erab|l|tV/CVE'2022'
Server 2019, SharePoint 30158
Enterprise Server 2016.
- biém CVSS: 8.8 (Cao)
- L3 hong trong Windows
Kerberos cho phep abi
CVE-20pp. | lomg tan cong thuc hién | https//msre.microsoft.co
6 | 30165 tan cong nang cao dgc m/updateguide/vulnerabil
quyen. ity/CVE-2022-30165
- Anh huéng: Windows
10/11, Windows Server
2016/2022.
- Piém CVSS: 7.8 (Cao)
- L3 hong trong Microsoft _
CVE-202- Excel cho phép dbi tuong https://msrc_.mlcrosoft.c_o
7 30173 tn cong thuc thi ma tir xa. m/updateqwde/vulnerab il
, ity/CVE-2022-30173
- Anh hudng: Excel
2013/2016.
- Piém CVSS: 7.4 (Cao)
- L3 hong trong Microsoft
CVE-2022- Office cho phép doi tuong | https://msrc.microsoft.co
8 | 30174 tan cong thue thi mé tir Xa. | m/updatequide/vulnerabil

- Anh hudng: Microsoft
365 Apps, Microsoft
Office LTSC 2021.

ity/CVE-2022-30174

2. Huéng din khic phuc

Bién phap tot nh€'1~t dé khic phuc 1a cap nhét ban va cho cac 16 hong bao mat
ndi trén theo hudng dan cua hang. Quy don vi tham khao cac ban cap nhat phu
hop cho céac san pham dang st dung tai link nguon tham khdo tai muc 1 cua phu

luc.

3. Tailiéu tham khao
https://msrc.microsoft.com/update-quide/releaseNote/2022-Jun

https://www.zerodayinitiative.com/bloq/2022/6/14/the-june-2022-security-

update-review
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